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“Working together to provide a safe; inclusive learning erwironment: where all, are

R

l. Introduction

The UK General Datas Protections Regulation (UK GDPR) and, the Dakta Protection Act
2018 WW@%WH@WO}WMW@M
l&s/tor\ed;ondpf\omzsed ond:to’tak@apppopxwi@swuwba/rrwawe&o%amt
SM@M@M@@W@WWO}%W&WMWw
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complg/wb’deK lowand;ounowmprocedumapplwtoﬂ\@ppoceﬁ&ngqﬁ
data

remosmable media or mobile desmice that carv store data: This includes, but is not

2. Scope
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information transmittted, verbally where it is recorded, or forms part of o struckured,
fling system.

IT systems. A&%W%WWWWWWM&&W%
wad@p&wwoﬁmw%w%twdiwmmwmﬂws&w&s
DWPWMPW@%MWWWW
proo@du%{ﬁor\ﬂwposthol,dﬂn

3. Genﬂ\ol;pﬂndples«

WMWW%WO}MMM%WWWW
sc}woLAUJdoi@&tor\ed/omour\ITSQ/siﬂn&and/ow\ records shalll be, anailable
onlyy to- members of stafl with o legitimate need Jor access and shall, be protected,
agm&tunmﬂxmwsedmmd/mmm&ngmdagmtbs&md/mmw
Al IT Systems are to be installed; maintained; serviced; repaired; and upgraded, by,
all IT Systems and the data stored, thereon (including, bub not limited: to; the,

A&&ta#hmmo&goﬁmwmwmmmmm
MAwmmwmmwmwmm@mm
WMMWMM@OMMWDMPMMMOWWW
schools GDPR lead.
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k. Physical security and procedures

Paper records and: documents containing personal information, sensitise personal
information, and, confidential information should, be positioned, inv o way to- avoid,
them being viewed by people passing by as much as possible, e.g: through, windows.
Ab the end, of the working day, or when you leare your desk unoccupied; all paper
records whery nob v use.

oﬁtwwlddos&\omdfﬁk&msfto{%\oonwtable& or\pum;edtonohceboox\d&ovw
MWMW&W@WWWM@WLW@
do so and/or releamant consents hame beerv obtained. yows}wuld/takepw\ﬁuﬂanwm
l}dommt@nw&tbetakemoubo{lsd'woh

TMWMM@#W@@M&W%BWMLMW@M@

° Theschoobdoswthesdwoobgatwdumngwtmmhouwtopwwent

° Amolmmsg&mwsetm;g}ﬁlg/.

° CCTVCmmeaLﬂw&Mm@mMWW
Heodbeorhe,r\/Busianonagﬂ\

* Visitors should be reguired, to- sign inv ab the reception, accompanied, ab all
ﬁmwbyammbeanls@#mdwbelgﬁtolm&@mwhmwmld
S IT sw;mbzyand;prooedures«
A&mm&qﬁsm%mmwwmdbmtwmo{lmmm
usin;g/’dm@IT Sg&tem&
CWMO&@MWW@WMMbWWM

relating to- the IT Systems which could or has led, to- a data breachs as set out iny
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the Data Breach Policy, and: any other technical problems (including, but not limited,
to; hardware Jailures and sofbwsare errors) whichy may occur onv the IT Systems

Physical media (e.g: USB memony, sticks) should not be used unless authonised, and,
encrypted.

6. Access security
Al members of staf) are responsible for the security of the equipment allocated, to- or
used by them and must not allow it to- be used, by anyone other tharv in accordance

Thbsc}wobha&@swxm}uwolbw@m vuu&soﬁwar\e pl,aoeThesepx\event
M@MWMWW%M%W&M

a) be at least 8 characters long including both numbers; letters, and, o special
characker (amend to- meet your arrangement)

b) b@c}wng,edmwr‘e,gulanba&&
o notbeob&ou&oneosibg;guessedl(&g bwﬂmday&or\oﬂ\@mmombledoi@&)

Poseword&mu&tbekeptwn!ﬁdgntwbmd;mu&tnotbemﬂdewoﬂobl@to
oméon@el/s&

fohwegounom&foﬂw@fr Sg&’tﬂn&r\e&’w{\ed; ywmu&tsetup@nw

WW@WWW#W%WIT ngstem&.

)’owshould;notwﬂtedowmpossword& Compuber\&and;oﬂwmel@o’tponiool/
denices with, displays and user input; desices (e.g: mouse; keyboard,
M&W@M)Mmmm@mmmmmaﬁ@
a;p&mod;qflmaxﬁ/\wby YOtymwg/notchang@thi&hmepa\{odondisableth@
lock:

terminal iny breachs of this policy.
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Mulkti- factor authentication should be used wheres available.

7. Data security

wor%pw\pose&w{lljbea&se&sed‘ Pleasenoteﬂr\abﬂu&me&mmtnwssagimgx

Personal, deamices must meet minimum security standards, including password,
tablets, and smartphones) to the schools Wi-Fu provided that yow Jollows the,
school's requirements and instructions goserning this use: All usage of your own,
denice(s) whilst connected, to the schools network or any other part of the 1T
Systems is subject; to- all relexant; Schools Policies (including: but not limited, to; this
policy).
A&s&wobbpiopﬁmlbhawem\épﬁmvsoﬁwwewgddmmmmdwduabuw
passwonds:

8. Home/wor\king/

o{fltheHeﬂdieacha& ondonbgdosowhenesoﬂs}wdﬂw;tappxopmateteohmmband
and, con{lidmboh‘h{y ojl that in{lor\matiom

a) nothonspm%ed%see—thmghonothmum—sewredbog&onwm

b) notr\eﬂd;lmpublmplm(&gz. wamn.g/r‘oom&w;wmeto)

c) not left unattended, or iy any, place where it is ab risk (egiry car boots, cafes; etc)
d)kept%ammdb&@dwmbwhmbtmmtbeam&wbg}amw
members or wisitonrs
e)olLoon{ltdemhoLmaiex&athabnequmdmposth&Shﬁ@ddﬁdm 'w’dw&oosejozfl
passed.
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Q. Communications, transfer, internet, and, email, use,

When using the schools IT systems, yow are subject to- and must comply, with, the
Schools Acceptable User Policy, The school works to- ensure the systems protect
I}&WWWWW@U@M%Wm@MW@
Consequence.

sendsudvm}mwwhmwbg}omunle&&wmb@mﬂwtutwdbnotb@
mappx\opxwidgwtﬂ\ceptedabﬂwmpwnt}ammadm
gowsendm}orwwhom’to’dwm Y ow should, take extra, care withy emails addresses

places:

|O. Repmhng;swu\,ba,b‘r\eache&

A&mmb@&oﬁ&fo#hm@mo&g@mw@o&mmpomd@wm
Whmmmg@qumﬁmonnoh}lmhmqﬂ@brmh fh@wsuaw«lbbemmedmi‘dg
sholbfake/olbstep&n@cessanngowspondfoﬂw@w

MW&O}&@%MWMWM@W@WMIT
breachs orv their owaru Ar\g/a;t’w'np)b’tor\eﬁolmemfr sewﬂbybx\eadvbga;mmber\ojl
&fa%mu&tbeund@m&tpmandwﬁu@xpmp@nmm&m

oon{ltd@mhobm}m%omshould;b@n@ponb@d;mmwdwidg AU/ITstthsz\e,ache&
shall be Jully documented.
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Al security breaches must be reported and managed, in accordance with the schools
Dakas Breach, Policy.
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